AMENDMENTS TO THE SPECIFICATION AND ABSTRACT 
Please replace the original specification and abstract with the enclosed substitute 
specification and abstract. No new matter has been entered. 
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DISTRIBUTED COMMUNICATINCFSWEM, DISTRIBUTED COMMUNICATION 
DATA, DISTRIBUTED TRANSMITTING MEANS AND DISTRIBUTED 

RECEIVING MEANS 



The entire disclosure of Japanese Patent Application No. 2000-134117 filed on 
May 8, 2000 including specification, claims, drawings and summary is incorporated 
herein by reference in its entirety. 



Background of the Invention 

The invention relates to data transmitting means with high communicating 
reliability and high masking performance by utilizing a plurality of communicating lines 
when data is transmitted to a remote place. 

Network communication such as a leased line, a telephone communication line 
and a radio communication line has been used as means for transmitting data stored in a 
device such as a personal computer and a workstation to a device such as a personal 
computer or a workstation located at a remote place. 

Recently, lines commonly used with third parties such as the Internet are used 
much more than leased lines. 

In the case of communicating with a network, it has often happened that 
transmitting data was intermitted, caused by troubles on the network such as a shutdown 
of a communication line and faults of the transmitting device. In the conventional art, in 
such a case, communication devices are handshaked wirh each other so as to detect the 
missing part of the data and retry to transmit the missing part of the data. 
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However, the devices have to spend a redundant time to handshake and retry in 
the above described method. Further, the data can not be transmitted if the transmitting 
line is only a single line and any trouble is still happening on the single line. 

On the other hand, in the case of utilizing the lines commonly used with third 
5 parties, such as the Internet, it can not be denied that the transmitted data is observed by 
the third parties. It would be difficult to mask the data. 

Summary of the Invention 
To resolve the above disadvantage, a first aspect of a distributed communicating 
10 device according to the present invention is characterized by utilizing at least three 
communication lines and dividing the transmitted data to each communication line in the 
case of transmitting the data to a device located at a remote place. 

To resolve the above disadvantage, a second aspect of the distributed 
communication device according to the present invention is characterized by dividing 
1 5 data and transmitting the divided data in the distributed communication device so as to 
recover an optional portion of the divided data even if the optional portion is destroyed. 

To resolve the above disadvantage, a third aspect of the distributed 
communicating device according to the present invention is characterized by not 
analyzing transmitted data unless the number of divided data is equal or more than a 
20 predetermined number, that is, the total divided number minus 1 . 

Brief Explanation of the Drawings 
Fig. 1 shows a concept for transmitting data according to the present invention. 
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Fig. 2 shows a first embodiment according to the present invention for showing a 
connecting example of communicating lines. 

Fig. 3 shows a second embodiment according to the present invention for showing 
an example of a remote control plant. 

5 

Detailed Description of the Preferred Embodiments 
As shown in Fig. 1, if data is transmitted from a transmitting device 10 to a 
receiving device 20 located at a remote place, at least three communicating lines 
(transmitting paths) 30 are necessary. 
10 In the case that a total number of the communicating lines 30 is N, an inequality 

of N 3 exists. 

In the transmitting device, transmitted data is divided into N parts. A data 
dividing method is a redundancy distributing method, which has been used in a disk array 
and so on. 

15 As the redundancy distribution method, there has been known the following 

method, referred to as "RAID." 

One of the methods is a method referred to as "striping", wherein one file is 

divided into a plurality of parts and the parts are simultaneously written in a plurality of 

hard discs so as to accomplish high speed file access. 
20 In accordance with the striping method, high speed file access can be 

accomplished by distributing the operation. 
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Further, there is also a method referred to as "mirroring" wherein one file is 
simultaneously written in a plurality of hard discs so as to improve the safety 
performance of hardware equipment. 

In the mirroring method, it means that "back up" is always operated in a spare 
5 hard disc. Even if any one of the hard discs is crashed, the crashed data can be recovered 
by the other hard disc. 

In the present invention, at least three communicating lines are utilized by 
combining the striping method and the mirroring method. 

In the case that one data is divided into N parts, even if any one of divided data is 
10 destroyed or crashed, original data can be recovered from (N - 1) divided portions of the 
data in a distribution method according to the present invention. 

For example, one data is divided into three parts such as regions A, B and C and 
two regions are selected from the three regions so as to form the divided data portions 
AB, BC and CA. 

15 In the method, unless at least two divided data portions, that is, (N - 1) data 

divided portions, can be received, the original data can not be analyzed. 

Such divided data portions are transmitted to the receiving device 20 through N 
communication lines 30. 

The receiving device 20 receives divided data portions through N communication 
20 lines in order to form the original data. 

By repeating the operation, the data can be transmitted from the transmitting 
device 10 to the receiving device 20. 
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In accordance with the present invention, even if some trouble happens on one of 
the communicating lines 30 and one of the lines can not transmit any data, the original 
data can be correctly transmitted. 

In the above described case, even if one of the communicating lines meets some 
5 trouble and one divided data portion, for example, the divided data portion AB, can not 
be transmitted through the communicating line, the data consisting the three regions A, B 
and C can be recovered by the divided data portions BC and CA which can be received 
by the receiving device 20. 

Further, if someone eavesdrops information, two communicating lines 30 out of 
10 three communicating lines 30 have to be monitored, so that masking performance with 
respect to the information can be improved. 

In the distributed communicating device according to the present invention, the 
reliability and the masking performance of the communicating lines can be improved by 
combining the conventional striping method and the conventional mirroring method. 
15 Similarly, in the case that one data is divided into four regions A, B, C and D, 

divided data portions, ABC, BCD, CDA and DAB are formed by optionally selecting 
three regions out of the four regions so as to transmit the divided data portions through 
four communicating lines, and even if some trouble happens on two communicating 
lines, the original data can be recovered. 
20 Further, it is possible to divide one data into a lot of regions, A, B, C, D, . . . and 

select an optional number of the regions from the regions A, B, C and D, ... so as to 
transmit the divided and selected data portions through a plurality of communicating 
lines. 
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It is necessary to previously determine a data distributed transmitting method 
between the transmitting device 10 and the receiving device 20. 

The transmitting device 10 may code or compress transmitted data and the 
receiving device 20 may decode or defrost the data. 
5 Although a dividing unit is not restricted, 8bits, 7bits are acceptable and the data 

may be divided by every one byte. 

In addition, one data may be divided into three regions A, B and C. Each divided 
data A, B and C may be transmitted through three communicating lines, respectively. 

In such a case, the original data can be recovered by monitoring all three 
10 communicating lines, so that the masking performance with respect to the information 
can be highly improved. 

However, if anyone of the three communicating lines is in fault, the original data 
can be recovered. 

In the case that one data is divided into two parts and the divided data are 
15 transmitted through two communicating lines, the masking performance can be 
improved. 

Detailed embodiments according to the present invention will be explained with 
reference to the accompanying drawings. 
[Embodiment 1] 

20 A distributed communication device of the first embodiment according to the 

present invention is shown in Fig. 2. 

In the first embodiment, different kinds of communication lines are utilized. 
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As shown in Fig. 2, as a communicating line 30 for transmitting data from a 
transmitting device 10 to a receiving device 20 located at a remote place, a first line is a 
satellite line 31 , a second line is a telephone line 32 and a third line is an internet line 33. 

On the satellite line 31, data from the transmitting device 10 is coded by a 
5 converter 41 and transmitted through a communicating satellite 42. At the receiving 
device 20, the data is decoded by a converter 43. 

On the telephone line 32, data is coded by a modem 51 and the coded data is 
transmitted through a general line. At the receiving device 20, the data is decoded by the 
modem 52. 

10 On the Internet line 33, data is transmitted through a provider 61. At the 

receiving device 20, the data is received through another provider 62. 

In the embodiment, for example, one data is divided into three regions A, B and C 
and then two regions are optionally selected from the three regions so as to form divided 
data portions AB, BC and CA at the transmitting device 10. The divided data portions 
15 are transmitted to the receiving device 20 through the satellite line 31, the telephone line 
32 and the internet line 33, respectively. The receiving device 20 receives the divided 
data portions from the three communication lines 30 so as to recover the original data. 
Such an operation is repeated. 

Thereby, one data can be transmitted from the transmitting device 10 to the 
20 receiving device 20. 

In the first embodiment, even if one of the communicating lines 30 meets some 
trouble, for example, the telephone line 32 is in fault, the original data can be recovered, 
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since the divided data portions BC and CA are received through the satellite line 31 and 
the internet line 33 by the receiving device 20. 

At least two divided portions out of the three divided portions AB, BC and CA are 
necessary to analyze the content of the data, so that the masking performance with 
5 respect to the information can be improved. 

In the first embodiment, the satellite line 31, the telephone line 32 and the Internet 
line 33 are used as a communicating line 30. However, other kinds of lines are 
acceptable. 

For example, leased lines or LAN (local area network) provided at factories and 
1 0 works, radio communication and lines for CATV (cable television) may be used. 

Regarding the telephone line 32, ISDN lines are also acceptable, except normal analog 
lines. 

Further, it is acceptable to have a one way communication system from the 
transmitting device 10 to the receiving device 20 as well as two way communication 
15 system. 

[Embodiment 2] 

A distributed communicating device of a second embodiment according to the 
present invention is shown in Fig. 3. 

The second embodiment is suitable for a remote observation with respect to a 

20 plant. 

At the plant 100, a gas turbine 101 is controlled by a controlling device 102 and 
data including control data is recorded by a data recording device 103. 
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On the other hand, at a monitoring section 200 located at a remote place from the plant 
100 5 a data control device 201 and a monitor 202 are provided. The control data has to be 
transmitted from the plant 100 to the monitoring section 200. 

Thus, the plant 100 and the monitoring section 200 are communicated by a 
5 satellite communication line 3 1 0, a telephone line 320 and an internet line 330. 

On the satellite line 310, data from the plant 100 is coded by a converter 410 and 
the coded data is transmitted through the satellite line 310 rising satellite 420. At the 
monitoring section 200, the coded data is decoded by a converter 430. 

On the telephone line 320, the data is coded by a modem 510 and the coded data 
10 is transmitted through a general line. At the modem 520, the coded data is decoded and 
transmitted to the monitoring section 200. 

On the Internet line 330, the data is transmitted through the provider 610 and the 
data is received at the monitoring section 200 through the provider 620. 

In the second embodiment, the data recording device 103 of the plant 100 divides 
1 5 one data into three regions A, B and C and optionally selects two regions from the three 
regions so as to form divided data portions AB, BC and CA. The divided data portions 
are transmitted to the monitoring section 200 through the satellite line 310, the telephone 
line 320 and the internet line 330, respectively. 

At the monitoring section 200, divided data portions transmitted through the three 
20 communication lines 300 are received and the original data is recovered by the data 
controlling device 201. Such an operation is repeated. If necessary, the data is displayed 
on the monitor 202. 
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Thus, data such as control data from the local plant 100 can be transmitted to the 
monitoring section 200. 

In the embodiment, even if one of the communicating lines 300 meets some 
trouble and the data portion can not be transmitted, the data can be correctly transmitted. 
5 In the case of an earthquake occurring and the telephone line 320 being destroyed, 

the data including the control data can be transmitted from the local plant 100 to the 
monitoring section 200 if the remaining two lines, that is, the satellite line 310 and the 
internet line 330, are still in operable condition. 

Further, at least two divided data portions out of the divided data portions AB, BC 
10 and CA are necessary in order to analyze the content of the data, and the masking 
performance with respect to the information can be improved. 
[The other embodiments] 

As one embodiment of a distributed communicating device according to the 
present invention, fixed data such as a text file and still picture data can be transmitted to 
15 a remote place. 

In another embodiment, moving picture data can be transmitted to a remote place 
as a remote picture observation device. 

Further, the present invention can transmit analysis data such as vibration analysis 
to a remote place so that the present invention can be utilized as a two way 
20 communication between two points (telephone). 

The present invention can be utilized to transmit music distribution data such as 
KARAOKE data through communication lines. 
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As described above with reference to the embodiments, a feature of a distributed 
communicating device according to the present invention is to transmit data in a device 
located at one place to a difference device located at a different place, wherein at least 
three communicating lines are utilized and one data is divided and transmitted through 
the corresponding communicating lines, respectively. Therefore, at least two 
communicating lines have to be monitored so as to recover the original data, and the 
masking performance with respect to the data can be improved. 

That is, a divided data portion for each communicating line is one of the divided 
data portions, which does not have any important meaning independently. Even if the 
third party observes/eavesdrops one of the divided data transmitted on a shared line, the 
original data can not be recovered. The masking performance with respect to the data can 
be improved. 

Another feature of the distributed communicating device is to transmit divided 
data at the distributed communicating device, wherein the original data can be recovered 
even if an optional divided data portion is destroyed. If any one of the communicating 
lines is in fault, the original data can be recovered by the remaining divided data portions. 
A data transmitting error can thus be avoided even with trouble on the communicating 
lines. 

Another feature of the distributed communicating device according to the present 
invention is to transmit the divided data portions at the distributed communication device, 
wherein the data is divided into N divided data portions and the original data can not be 
analyzed unless at least N-l divided data portions are received. The masking 
performance with respect to information can be improved. 
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The present invention is, of course, in no way restricted to the specific disclosure 
of the specification and drawings, but also encompasses any modification within the 
scope of the appended claims. 
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